Quantumn Weakness Score

0: quantum-safe and does not
need to have migrated

1: the algo is not yet in
danger by QC, symmetric
key + hash function

2: the Algo is not QC safe,
needs to be replaced with
a Q safe algo.

Realistic Attackers using How big the consequences
Quantum Computers (20% are in case the crypto of a
first 10y and then 60% in 20y) system is broken

1: no significant impact that
requires attention (If Crypto
doesn't protect Sensitive

Quantum Weakness systems)

After an organisation has a solid understanding of the
cryptography that they are using in their (most
important) systems, an essential next step is to

2: A realistic attacker to cause
impact, but not in the short

i term
assess the risk of qguantum computers towards these
systems Impact Analysis/Impact scores
refer to pg 41 Flowchart in the 3. The impact is already so high
handbook that it needs to be mitigated

immediately e,g state secret

Migration Effort Score: cost

and unforeseen challenges 1: No major challenges- PQC

migration upto 2 years

2: The migration is not trivial, no CBOM is not the data itself but a structured format that we use to
Quantum Risks Scores ’

°13 : organize cryptographic inventory data in a machine-readable way:
Quantum-Vulnerability major hurdles, unto 8 years CiyptoBOM Forge
g g 3: The migration is going to be
Dla g n OSIS (Step 1) difficult, ;id iJIE is rlwa?d !cogpredict All qguantum threats are adequately mitigated.

what challenges will be 1

SMCOUETEE: MOTE UER & YEals There is a risk on the long term, but no priority is

needed at the moment
Risk score O (No risk)

Action is needed but the current cryptography is

Risk score 1 (Low still secure on the short CBOM Data Is Then Used by Other Tools for CycloneDX CLI — Validates and analySes .
risk) term \Various Purposes CBOM data Splunk or ELK, Monitor CBOM logs for
' vulnerabilities and policy violations.
IBM'S CBOM Tracker.
Risk score 2 Priority is needed on the short term because the
(Medium risk) expected impact is large

Risk score 3 (High

risk) The system is already at risk
Quantumn Cryptog raphiC : Risk score 4 (Acute
PQC Personas  Vulnerability Asset Quantum Risk risk)
. . Assessment

Diagnosis Management
Tracking cryptographic components
Assessing security risks

7 = = " . .

Preventing interoperability issues

Vulnerability Scanners (Qualys, Tenable)

Assess outdated or weak cryptographic
algorithms.

TestSSL.sh, Nmap (with NSE
scripts), OpenSCAP

Inventory of Establishment of a Execution of
Cryptographic Cryptographic Policies Strategy for Cryptographic Asset
Assets Cryptographic Discover Discover

Cryptographic Bill of f : CBOMs developed by IBM

Materials

NIST, ISO, ETSI, Security Depending on third party vendors
Retailers, schools, sports firms, software vendors, means inheriting their risks-
clubs Blockchain, Zero- reassess their personas &
Knowledge Proofs dependencies

Operational Systems and

Healthcare, finance, insurance. Military, .
Applications

government, Energy, transport,
communication,Satellites, smart industry

Software Development Network Traffic

Defining Objective Defining Scope Discovery methodology Defning Data Analysis Reporting Reviewing

Crypto libraries/ OS USED MAINLY FOR Identifyi which IT

functionalities? DAILY TASKS VPN, 2FA components are using
cryptography by
monitoring Network
traffic.

ldentifying Tools and
techniques to deploy for

discover
Attack Surface & Risks

Inventory of all cryptographic Inventory of all the data

assets used in the organisation

Inventory of the suppliers

. Risk assessment
of cryptographic assets

handled by the
organisation |ldentify where quantum
attacks could occur.

Executable as-

sets include cryptographic software, firmware, hardware and libraries
Non-executable assets are cryptographic data that are either at rest
and accessed via secure protocols like

2FA etc . Examples include personal access tokens, OpenPGP

keys, key-stores and X.509 digital certificates

Data, infrastructure, key
dependencies




